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Product overview

OnCommand Shift is a Windows PowerShell-based interface that enables you to convert virtual
machines from one hypervisor format to another.

The product leverages NetApp FlexClone technology to support rapid bidirectional conversion of
virtual machine hard drives as follows:

* VMware ESXi to Microsoft Hyper-V
e Microsoft Hyper-V to VMware ESXi

OnCommand Shift replaces the MAT4Shift tool.

OnCommand Shift components

You should be familiar with OnCommand Shift components before you install the product.

Shift server

The Shift server executes OnCommand Shift operations. It uses VMware Power CLI and
the Hyper-V Server PowerShell module to communicate with VMware ESXi and
Microsoft Hyper-V.

You can install Shift on a Microsoft Hyper-V server or on a standalone Windows server
(physical or virtual). For supported Shift Server hosts, see the NetApp Interoperability
Matrix.

Data ONTAP SVM

A Storage Virtual Machine (SVM) is a logical storage server that provides data access to
LUNs and the Network Attached Storage (NAS) namespace. It is a best practice to create
a new SVM for use during OnCommand Shift operations.

Depending on the direction of the conversion you want to perform, you use VMware
vSphere Storage vMotion or Microsoft Hyper-V Storage Live Migration to move the VMs
you want to convert to this SVM. The SVM uses NFS for Hyper-V storage and CIFS for
ESXi storage.

For more information about SVMs, see the Clustered Data ONTAP System
Administration Guide.

Power Shell module

The OnCommandsShi ft PowerShell module contains the PowerShell cmdlets installed
with Shift. This module is the client of the Shift server.

Related information

Clustered Data ONTAP 8.3 System Administration Guide
NetApp Interoperability Matrix Tool

How OnCommand Shift works

At conversion time, OnCommand Shift connects the Shift server to Microsoft Hyper-V and VMware
ESXi hosts and to shared NetApp storage. The server leverages NetApp FlexClone technology to
convert VM hard drives from one hypervisor format to the other.


https://library.netapp.com/ecm/ecm_download_file/ECMLP2348035
http://mysupport.netapp.com/matrix
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Protocols and communication methods

You should be familiar with the protocols and communication methods that OnCommand Shift uses
during its operations.
HTTPS

Used by the OnConmandsShi ft PowerShell module to communicate with the Shift server.
Also used by the Shift server to communicate with the Data ONTAP cluster. IPv6 is not
supported. IPv4 is supported.

VI Java (VI SDK), VMware Power CL |
Used to communicate with VMware ESXi.

Windows Power Shell module or Power Shell | SE
Used to communicate with Microsoft Hyper-V.



Deployment workflow

Before you can convert VMs with OnCommand Shift, you must install and configure the product,
and migrate VMs to the Data ONTAP SVM you have created.

| Verify system requirements

v

| Download OnCommand Shift

v

| Install OnCommand Shift

il v Configure OnCommand Shift
) Configure Configure
Configure )
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Verifying system requirements

Before deploying OnCommand Shift, you must ensure that your system meets hardware, software,
storage system, licensing, and other requirements.

Related references

Connectivity requirements on page 8

Supported hypervisor operating systems and switches on page 8

Supported disk formats for VIMware ESXi and Microsoft Hyper-V/ on page 9
Supported operating systems on page 9

Shift Server host hardware requirements on page 10

Software requirements on page 10

Data ONTAP license requirements on page 10

Connectivity requirements

You must configure your hypervisor and storage environment so that OnCommand Shift can interact
properly with all components in your environment.

* You can install OnCommand Shift on a Microsoft Hyper-V server or on a standalone Windows
server (physical or virtual).

» The Shift server, Data ONTAP CIFS server, Hyper-V server, and guest operating systems must be
on the same Windows domain.

» CIFS and NFS must use the same data LIF. The Hyper-V server and ESXi hosts access the
Storage Virtual Machine (SVM) at the IP address of this LIF.

» For CIFS operations, the time settings for the Windows domain controller and the NetApp storage
controller must be synchronized.

Supported hypervisor operating systems and switches

You must ensure that your hypervisors are using operating systems and switches supported by Shift.

Hypervisor Supported versions Supported switches
Microsoft Hyper-V' |« windows Server 2012 (x64), «  Virtual switches only
Datacenter Full Edition » Logical switches not supported

¢ Windows Server 2012 R2 (x64),
Datacenter Full Edition

¢ Windows Server 2012 R2 (x64),
Datacenter Server Core

¢ Microsoft Hyper-V Server 2012

R2 (x64)
VMware ESXi e VMware ESXi5.0,5.1,5.5,and | » Standard switches only
6.0 ¢ Distributed switches not

supported

Related information

NetApp Interoperability Matrix Tool


http://mysupport.netapp.com/matrix
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Supported disk formats for VMware ESXi and Microsoft

Hyper-V

You must ensure that the ESXi and Hyper-V disk formats you are converting to and from are

supported by Shift.
ESXi sourcedisk type Hyper-V destination disk type Supported
VMDK - Monolithic Flat VHD - fixed No
VMDK - Monolithic Flat VHD - dynamic No
VMDK - Monolithic Flat VHDX - fixed No
VMDK - Monolithic Flat VHDX - dynamic Yes
Hyper-V source disk type ESXi destination disk type Supported
VHD - fixed VMDK- Monolithic Flat Yes
VHD - dynamic VMDK - Monolithic Flat No
VHDX - fixed VMDK - Monolithic Flat Yes
VHDX - dynamic VMDK - Monolithic Flat Yes

Supported operating systems

You must ensure that you are using supported versions of Windows for guest operating systems and
for the Shift server, and that Shift supports your version of Data ONTAP.

Supported VM guest operating systems
The following versions of Windows are supported as guest operating systems for VM conversions:
» Windows Server 2008

Note: If you are running Windows Server 2008 on the guest OS, you must install Windows
PowerShell 2.0. PowerShell is not installed by default on Server 2008.

* Windows Server 2008 R2
* Windows Server 2012

e Windows Server 2012 R2
e Windows 7

*  Windows 8

e Windows 8.1

Note: Windows Server 2012 Foundation is not supported.

Supported versions of Windows Server
The following versions of Windows Server are supported for the Shift server platform:

e Windows Server 2012
e Windows Server 2012 R2

Supported versions of Data ONTAP
OnCommand Shift supports platforms running clustered Data ONTAP 8.2.1 or later.
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Shift Server host hardware requirements

You must ensure that your Shift server host meets minimum hardware requirements. Depending on
your network configuration and the number of virtual machines you are converting, you might
experience performance degradation or other problems if your host does not meet the minimum
requirements.

Hardware Requirements
Memory 512 MB minimum
Available disk space 10 GB

You must have 150 MB temporary disk space
available for installation.

CPU » Dual-core 2.0 GHz minimum
* Quad-core 2.6 GHz recommended

Software requirements
You must ensure that you have installed and verified the required software on the Shift server.
You should install the required software in the following order:

1. Windows PowerShell 3.0 or 4.0
2. Microsoft .NET Framework 3.5, which includes .NET 2.0
3. VMware vSphere PowerCLI 5.5

Data ONTAP license requirements

You must ensure that each Data ONTAP controller has licenses for CIFS, FlexClone, and NFS. No
licenses are required for Windows or ESXi hosts.
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Installing OnCommand Shift

You can install OnCommand Shift on a Microsoft Hyper-V server or on a standalone Windows server
(physical or virtual). You can use an interactive wizard or the command line to run the installation.

Related tasks

Downloading OnCommand Shift on page 11

Using the wizard to install OnCommand Shifton page 11

Using the command line to install OnCommand Shifton page 12
Verifying the installation on page 13

Downloading OnCommand Shift

Before installing OnCommand Shift, you must download the OnCommand Shift software package
from the NetApp Support Site.

Before you begin

You must have a NetApp Support Site account.

Steps

1. Log in to the NetApp Support Site.

2. Go to the Download Software page.

3. Locate OnCommand Shift and select the operating system on which you want to install
OnCommand Shift.

4. Click Go!

5. Follow the instructions on the OnCommand Shift page to download the software.

Related information

NetApp Support

Using the wizard to install OnCommand Shift

You can use a standard installation wizard to install OnCommand Shift interactively. It is a good idea
to use the wizard the first time you install OnCommand Shift because it provides convenient access
to the Shift configuration wizard after the installation is complete.

Before you begin

You must have the following credentials and software:

Login credentials for the Windows Administrator account. This can be any user (including a non-
administrator domain user) who is a member of the local Administrator account on the Windows
host.

VMware vSphere PowerCLI 5.5 or later

Microsoft .NET Framework 3.5 (which includes .NET 2.0)


http://mysupport.netapp.com
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Steps
1. Log in to the Windows system using an Administrator account.
Both local and domain administrators are supported.

2. In the folder that contains the OnCommand Shift software package, double-click the package
name.

The installation wizard opens.

3. Complete the steps in the wizard:

On thispage... Dothis...

Port Configuration Enter the port number.

The default HTTPS port is 8443. You should not alter the port number
unless absolutely necessary.

OnCommand Shift Server Set the password for the Shift server “admin” user.

credentials You use the credentials of the “admin” user to connect to the Shift server.

You cannot change the “admin” user name.

Ready To Install Click Install.

Result

When the installation is complete, the wizard displays the InstallShield Wizard Completed page, with
the status of the OnCommand Shift server. As long as the Shift server is running successfully, you
can click Run Config Wizard to start the Shift configuration wizard.

Related tasks

Accessing the configuration wizard on page 14
You can open the configuration wizard from the last page of the installation wizard or by using
a PowerShell cmdlet. The installation must have completed before you start the configuration.

Using the command line to install OnCommand Shift

You can install OnCommand Shift in silent mode, from the Windows command line.

Before you begin
You must have the following credentials and software:

* Login credentials for the Windows Administrator account. This can be any user (including a non-
administrator domain user) who is a member of the local Administrator account on the Windows
host.

* VMware vSphere PowerCLI 5.5 or later

* Microsoft .NET Framework 3.5 (which includes .NET 2.0)

Steps

1. Log in to the Windows system using an Administrator account.

Both local and domain administrators are supported.

2. From a Windows command prompt window, navigate to the folder that contains the OnCommand
Shift software package.

3. Run the following command, replacing variables with your data:
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" OnCommand_Shi ft _x. x. exe" /silent /debugl og"DirPath\LogFil eName" /
AGENT_HTTPS_PORT: Port / CONFI RMPASSWORD=Passwor d / USERPASSWORD=Passwor d

Enter the following for each variable:

Variable Description

Di r Pat h\ LogFi | eNane  The location and name of the installation log file.

Por t The port number for OnCommand Shift.

The default HTTPS port is 8443. You should not alter the port number
unless absolutely necessary.

Passwor d The password for the Shift server “admin” user.

You use the credentials of the “admin” user to connect to the Shift server.

After you finish
You should verify the installation before configuring OnCommand Shift.

Related tasks

Verifying the installation on page 13

Verifying the installation

You can use PowerShell cmdlets to verify that a silent installation completed successfully. You will
know that an interactive installation succeeded if the InstallShield Wizard Completed page shows that
the Shift server is running successfully.

Steps
1. From PowerShell, verify that the OnCommandshi f t PowerShell module is installed:
Get - Modul e - Li st Avai |l abl e

The command should return a list that includes OnCommandShi f t .

2. Verify that the Shift server is running:

Get-ShiftServerState -host shift_server_host_ipaddress -port
shift_server_port -tinmeoutsec tinmeout_val ue

The command should return Shi ft server is runni ng. If the Shift server is not running,
start the Apache Tomcat 7.0 service in Control Panel > Services.

3. Ensure that cmdlets can be executed in unrestricted mode:
Set - Executi onPolicy Unrestricted

Set - Executi onPol i cy Unrestricted does not change the execution policy for external
scripts. See "Troubleshooting OnCommand Shift" in the OnCommand Shift 1.1 Conversion and
Administration Guide for more information.


https://library.netapp.com/ecm/ecm_download_file/ECMP12496100
https://library.netapp.com/ecm/ecm_download_file/ECMP12496100
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Configuring OnCommand Shift

You can use an interactive wizard or PowerShell cmdlets to configure OnCommand Shift. It is a good
idea to use the wizard the first time you configure Shift so that you can be sure you supply all the
required information.

Related tasks

Using the wizard to configure OnCommand Shift on page 14
Using PowerShell cmdllets to configure OnCommand Shift on page 21

Using the wizard to configure OnCommand Shift

You can use the Shift configuration wizard to simplify the initial setup of the product or to modify
parameters later. Throughout the configuration wizard you can hover over a field to display a tool tip.

Steps

1. Accessing the configuration wizard on page 14
You can open the configuration wizard from the last page of the installation wizard or by using a
PowerShell cmdlet. The installation must have completed before you start the configuration.

2. Configuring WinRM and CredSSP on page 15
You can use the configuration wizard to configure the Shift server as a CredSSP client. You can
use a PowerShell cmdlet on the Hyper-V server to configure the server as a CredSSP server.

3. Configuring Shift server connections on page 17
You can use the configuration wizard to configure Shift server connections to the Hyper-V and
ESX hosts and to the guest OS of the VMs to be converted. You can also use it to create a network
mapping between the VMware network and the Hyper-V switch.

4. Creating a new SVM on page 19
The VMs you want to convert must first be moved to a Data ONTAP Storage Virtual Machine
(SVM) using Storage vMotion or Live Migration. It is a best practice to configure a new SVM for
the VM, so that you can be sure you are not converting VMs on a production SVM. You can use
the configuration wizard to create the new SVM.

5. Configuring the cluster IP address and destination path on page 21
You can use the configuration wizard to specify the IP address of the target cluster management
LIF and the destination of the VMs you plan to convert. For ESX to Hyper-V conversion, the
destination path specifies the fully qualified path name of the CIFS share. For Hyper-V to ESX
conversion, the destination path specifies the fully qualified path name of the NFS share.

Accessing the configuration wizard

You can open the configuration wizard from the last page of the installation wizard or by using a
PowerShell cmdlet. The installation must have completed before you start the configuration.

About this task

The first time you configure Shift you should complete each step in the wizard in the order shown on
the OnCommand Shift Configuration page. You can stop the configuration at any time and finish it
later. You must complete the entire initial configuration before you can convert VMs.
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Steps
1. Access the configuration wizard using one of the following methods:
» From the last page of the installation wizard, click Run Config Wizard.

e From PowerShell, enter C: \ Program Fi | es (x86)\ Net App\ OnConmand Shi f t\
Shi ft Confi gW zard. psl port,where port is the port number for OnCommand Shift.

You can omit por t if you installed Shift on the default port (8443).
The login page opens. The Shift Server status should show that it is running successfully.

2. Log in to the configuration wizard using the Shift credentials you created during the installation.

The OnCommand Shift Configuration page opens:

m OnCommand Shift Configuration \;li-

OnCommand Shift Configuration Menu

Please click the corresponding buttons to access the items that you wish to configure:

Verify your Windows Remote Management(\WinRM) and CredSSP
WinRM/(CredSSP configuration. It is recommended to check this before performing any
conversions.

Verify and update Shift server configuration. This includes ESX, Hyper-V,
Shift Server Configuration GuestD5 and virtual network settings.

Create a new storage virtual machine(SVM). This provides a step-by-step
Mew SWM Creation wizard for SWM creation.

Configures the Data ONTAP settings and sets the destination path for the

Data ONTAP and conversion operations.

Destination Path

Configuring WinRM and CredSSP

You can use the configuration wizard to configure the Shift server as a CredSSP client. You can use a
PowerShell cmdlet on the Hyper-V server to configure the server as a CredSSP server.

During the conversion process, the Shift server runs a number of scripts on the guest OS of the VM
being converted. The credentials to run these scripts are passed via a "double-hop" from the Shift
server to the guest OS through the Hyper-V server.

OnCommand Shift leverages Windows Remote Management (WinRM) and the Credential Security
Service Provider (CredSSP) to manage the credentials transfer.

Steps
1. Configuring the Shift server as a CredSSP client on page 16
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You can use the configuration wizard to configure the Shift server as a CredSSP client. Doing so
enables the Shift server to delegate credentials to the Hyper-V server.

. Configuring the Hyper-V server as a CredSSP server on page 16

You can use the Enabl e- WBManCr edSSP cmdlet on the Hyper-V server to configure the server as
a CredSSP server. Doing so enables the Hyper-V server to receive credentials from the Shift
server.

Configuring the Shift server as a CredSSP client

You can use the configuration wizard to configure the Shift server as a CredSSP client. Doing so
enables the Shift server to delegate credentials to the Hyper-V server.

Steps

1

From the OnCommand Shift Configuration Menu, click WinRM/CredSSP.
The WinRM/CredSSP Settings for Shift Server page opens.

Verify that the WinRM status is Runni ng and the CredSSP value is t r ue.

Note: If WinRM is not running, start the Windows Remote Management (WS-Management)
service in Control Panel > Services. If the status of the service is Disabled, open the
properties window for the service and set the Startup type to Automatic or Manual, then click
Start.

In the Hyper-V (FQDN) field, enter the fully qualified domain name of the Hyper-V server to
which the Shift server will delegate credentials and click Add CredSSP.

If you installed OnCommand Shift on a Hyper-V server and you plan to delegate credentials to
that server, you must enter its FQDN.

The FQDN is displayed in the text below the Hyper-V (FQDN) field.

In the Trusted Hosts field, enter the trusted hosts for the Shift server and click Save.

You can use a wildcard character (*) to match multiple hosts (all the hosts in a domain, for
example).

Test the connection to the Hyper-V server:
a. Enter the FQDN in the Hyper-V Hostname field and click Test.

Note: The Hyper-V server must be configured as a CredSSP server for the test to work.
b. Enter the user name and password for the Hyper-V server administrator and click OK.
You should see a success notification next to the Test button.

Click Back to Main Menu to return to the OnCommand Shift Configuration Menu or click
Exit to quit the wizard.

Configuring the Hyper-V server as a CredSSP server

You can use the Enabl e- WBManCr edSSP cmdlet on the Hyper-V server to configure the server as a
CredSSP server. Doing so enables the Hyper-V server to receive credentials from the Shift server.

About this task

You issue these commands from the Hyper-V server using the administrator PowerShell window.

Steps

1. \Verify that WinRM is enabled:



Configuring OnCommand Shift | 17

W nRM qui ckconfi g

If WinRM is running and set up for remote management, the following is displayed:

ey Administrator; Windows PowerShell

winrm quick
machine.
gement on this computer.

winrm quickconfig
running on thi chine. i _
allow remote access to this machine for management.
grant administrative rights remotely to local users.

Make these changes [v,

2. Entery if WinRM is not set up for remote management.

WIinRM is automatically configured.

3. Enable the Hyper-V server to receive credentials from the Shift server:
Enabl e- WBManCr edSSP -rol e server

Configuring Shift server connections

You can use the configuration wizard to configure Shift server connections to the Hyper-V and ESX
hosts and to the guest OS of the VMs to be converted. You can also use it to create a network
mapping between the VMware network and the Hyper-V switch.

Before you begin

You must have configured WinRM and CredSSP.

About this task

Tasks on the Shift Server Configuration pages can be performed in any order. Tasks in bold are
mandatory.

Steps
1. From the OnCommand Shift Configuration Menu, click Shift Server Configuration.

2. Onthe Hyper-V Settings page, enter the following information:

Inthisfied... Enter...

Hostname (FQDN) The FQDN of the Hyper-V server.

IP address The IP address of the Hyper-V server.
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In thisfield... Enter...
Username The Hyper-V server administrator user name.
Password The Hyper-V server administrator password.

You can verify the FQDN by comparing it to the Hyper-V server FQDN on the WinRM/CredSSP
Settings page.

3. Click Test to verify that the Shift server can access the Hyper-V server.
4. Click Saveto save your settings.

5. On the ESX Settings page, enter the following information:

Inthisfield... Enter...

Hostname The FQDN or IP address of the ESXi host.
IP address The IP address of the ESXi host.
Username The ESXi host administrator user name.
Password The ESXi host administrator password.
Datacenter The name of the vSphere datacenter.

6. Click Test to verify that the Shift server can access the ESXi host.
7. Click Save to save your settings.

8. On the Guest OS Settings page, enter the following information:

In thisfied... Enter...

Username The user name for the guest OS on the VMs to be converted.

Tip: Use the same guest OS credentials across VMs as a default set. If
that is not possible, you can pass different credentials when you
perform the conversion.

Password The password for the guest OS on the VMs to be converted.

Domain The domain name of the guest OS on the VMs to be converted.

The Shift server cannot communicate with the guest OS until configuration is complete, so you
cannot test the guest OS connection from this page.

9. Click Saveto save your settings.

10. On the Virtual Network Settings page, click Add to create a network mapping between the
VMware network and the Hyper-V switch, called a Aypervisor network configuration.

The Add Hypervisor Network Configuration dialog opens.

11. Inthe Add Hypervisor Network Configuration dialog, enter the following information:

Inthisfield... Enter...

Network configuration name  The name of the hypervisor network configuration.

VM port group name The name of the VM port group for the VMware network.

Note: The name is case-sensitive. Each word must begin with an
upper-case character. The Shift server automatically changes non-
conforming names during VM conversion. For example, vim

net wor k is changed to VM Net wor k.
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In thisfield... Enter...
Hyper-V switch name The name of the Hyper-V switch.
vLanld The VLAN ID (optional).

Note: You can use PowerShell cmdlets to discover the networks in your environment. For more
information, see Adding network mappings on page 28.

12. Click Saveto save your settings and return to the Virtual Network Settings page.

13. On the Virtual Network Settings page, modify your entries as follows:

Click... To...

In a field Edit the text.

You cannot edit the name of the network configuration.

Add Create another hypervisor network configuration.
Refresh Update the selected hypervisor network configuration.
Delete Delete the selected hypervisor network configuration.

You must specify at least one configuration. The wizard prevents you
from deleting a configuration if it is the only entry in the table. Click
Delete All to delete all entries.

Delete All Delete all the hypervisor network configurations.

The wizard substitutes a sample entry in the table. You must replace the
sample entry with your own configuration.

14. Click Back to Main Menu to return to the OnCommand Shift Configuration Menu or click
Exit to quit the wizard.
Creating a new SVM

The VMs you want to convert must first be moved to a Data ONTAP Storage Virtual Machine (SVM)
using Storage vMotion or Live Migration. It is a best practice to configure a new SVM for the VMs,
so that you can be sure you are not converting VMs on a production SVM. You can use the
configuration wizard to create the new SVM.

Before you begin

You must have configured Shift server connections.

About this task

You should perform the following steps in the order shown in the wizard.

Steps
1. From the OnCommand Shift Configuration Menu, click New SVM Creation.

2. In Step 1 of the wizard, perform the following actions:

Inthisfied... Dorthis...

Cluster IP Address Enter the IP address of the cluster management LIF.

This is the cluster to which you plan to move the VMs to be converted.

Username Enter the cluster administrator user name.




20| OnCommand Shift 1.1 Installation and Setup Guide

In thisfield... Do this...

Password Enter the cluster administrator password.

SVM Name Enter the name of the SVM.

Aggregate From the drop-down list, select the aggregate to assign to the SVM.

The list is populated based on your entries in the preceding fields.

Port for CIFS and NFS LIFs

From the drop-down list, select the port number for the CIFS and NFS
data LIF.

The list is populated based on your entries in the preceding fields.

DNS Domain Name

Enter the SVM DNS domain name.

DNS Name Servers

Enter the IP addresses of the DNS name servers, in a comma-separated
list.

In Step 2 of the wizard, enter the following information:

In thisfield...

Enter...

Name of the volume to be
created

The name of the data volume.

The name must start with an alphabetic character (ato z or A to Z) and be
150 or fewer characters for Infinite Volumes, and 203 or fewer characters
for all other volume types. Volume names must be unique within a SVM.
The volume name cannot contain dashes (-). Only thick volumes are
supported.

Size of the volume in GB

The size of the data volume in gigabytes.

The size of the volume should be less than the available space in the
aggregate. You can find the available space on the aggregate by running
aggr showon the cluster console.

IP Address for CIFS and NFS
LIFs

The IP address of the CIFS and NFS data LIF.

CIFS and NFS must use the same data LIF. A cluster LIF cannot be on
the same subnet as a management or data LIF.

Netmask for CIFS and NFS
LIFs

The netmask of the CIFS and NFS data LIF.

CIFS Server Name

The name of the CIFS server.

This is the CIFS server NetBIOS name. The name cannot exceed 15
characters.

CIFS Share Name

The name of the CIFS share.

The name cannot exceed 256 characters. The wizard creates a gtree for
the CIFS share with an NTFS security style.

Domain Administrator Name

The name of the domain administrator used to create the CIFS server.

Domain Administrator
Password

The password of the domain administrator used to create the CIFS server.

In Step 3 of the wizard, enter the following information:

In thisfield...

Enter...

ESX Server IP address

The ESX server management IP address.

ESX mount point

The ESX mount point.

This is the NFS share name. The wizard creates a qtree for the NFS share
with a UNIX security style.
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Inthisfied... Enter...

ESX datastore name The ESX datastore to be created.

This is the datastore name as it will appear in vCenter.

Destination address The IP address and subnet mask of the destination network.

The routing group on the SVM defines routes to the destination network.

Gateway IP address The IP address of the gateway server for the destination network.

5. Click Finish to create the new SVM.

The wizard starts the create SVM job. Click Check Job Statusto view the status of the job. In
the job information window, click Refresh to update the status.

6. Click Back to Main Menu to return to the OnCommand Shift Configuration Menu.

Configuring the cluster IP address and destination path

You can use the configuration wizard to specify the IP address of the target cluster management LIF
and the destination of the VMs you plan to convert. For ESX to Hyper-V conversion, the destination
path specifies the fully qualified path name of the CIFS share. For Hyper-V to ESX conversion, the
destination path specifies the fully qualified path name of the NFS share.

About this task

You should change the value of the destination path whenever you change the direction of the
conversion.

Steps
1. From the OnCommand Shift Configuration Menu, click Data ONTAP and Destination Path.

2. Onthe Data ONTAP and Destination Path Settings page, enter the following information:

Inthisfield... Enter...

Cluster IP Address The IP address of the target cluster management LIF.

This is the cluster to which you plan to move the VMs to be converted.

Username The cluster administrator user name.
Password The cluster administrator password.
Destination path «  For ESX to Hyper-V conversion, the fully qualified path name of the
CIFS share.
» For Hyper-V to ESX conversion, the fully qualified path name of the
NFS share.

3. Click Test to verify that the Shift server can access the cluster.
4. Click Save to save your settings.

5. Click Back to Main Menu to return to the OnCommand Shift Configuration Menu or click
Exit to quit the wizard.

Using PowerShell cmdlets to configure OnCommand Shift

You can use PowerShell cmdlets to modify an OnCommand Shift configuration parameter or to
configure OnCommand Shift in scripts.
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PowerShell cmdlets
The OnCommrandShi ft PowerShell module contains the PowerShell cmdlets installed with Shift.

The PowerShell module contains the following cmdlets. These cmdlets are described in detail in the
OnCommand Shift 1.1 Cmadlet Reference Guide.

Cmdlet Description

Connect - Shi ft Ser ver Connects the client to the Shift server

Convert - Shi ft Vi rtual Machi ne Converts the VM from the source hypervisor to
the destination hypervisor

Di sconnect - Shi ft Server Disconnects the client from the Shift server

Get - Shi ft Guest OSConfi g Returns the configuration for the VM guest OS
(user name, password, and domain)

Set - Shi ft Guest OSConfi g Specifies the configuration for VM guest OS
(user name, password, and domain)

Get - Shi ft Hyper vi sor Confi g Returns the configuration for the VMware ESXi
and Microsoft Hyper-V hypervisors

Set - Shi ft Hyper vi sor Confi g Specifies the configuration for the VMware
ESXi and Microsoft Hyper-V hypervisors

Get - Shi ft JobSt at us Returns the Shift conversion job list or
individual job information

Get - Shi ft Net wor kConfi g Returns the network mapping configuration

Set - Shi ft Net wor kConfi g Specifies a network mapping configuration

Renpve- Shi ft Net wor kConfi g Deletes a network mapping configuration

CGet - Shi ft Ont apConfi g Returns the credential information for the Data
ONTAP environment

Set - Shi ft Ont apConfi g Specifies the credential information for the Data
ONTAP environment

Get - Shi f t Report Generates a report in .csv format for the VMs
converted with OnCommand Shift

Get - ShiftServerState Returns the current state of the Shift server

Set - Shi ft Server Credenti al s Specifies the credentials to be used with the
Shift server

New- Shi f t SVM Creates a new SVM to be used with

OnCommand Shift

Rest or e- Shi ft Vi rt ual Machi ne Restores a VM to its original, preconversion
state in case of a VM conversion failure
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Verifying and importing the PowerShell module

The OnCommandshi ft PowerShell module is imported by default with OnCommand Shift. You
should verify that the import operation was successful. If not, you must import the PowerShell
module manually.

About this task

You issue these commands from the Shift server using a PowerShell or PowerShell ISE prompt.

Steps

1. \Verify that the OnCommand Shift PowerShell module has been imported:
Get - Mbdul e

OnConmandShi ft should appear in the output list. If OnCommandShi f t does not appear in the
output, go to step 2.

2. Import the OnCommand Shift PowerShell module:
| nport - Mbdul e OnCommandshi ft

Using PowerShell cmdlets to configure WinRM and CredSSP

You can use PowerShell cmdlets to configure the Shift server as a CredSSP client and the Hyper-V
server as a CredSSP server.

During the conversion process, the Shift server runs a number of scripts on the guest OS of the VM
being converted. The credentials to run these scripts are passed via a "double-hop" from the Shift
server to the guest OS through the Hyper-V server.

OnCommand Shift leverages Windows Remote Management (WinRM) and the Credential Security
Service Provider (CredSSP) to manage the credentials transfer.

Steps

1. Configuring the Shift server as a CredSSP client on page 23
You can use the Enabl e- WBManCr edSSP cmdlet to configure the Shift server as a CredSSP
client. Doing so enables the Shift server to delegate credentials to the Hyper-V server with which
it communicates.

2. Configuring the Hyper-V server as a CredSSP server on page 25
You can use the Enabl e- WBManCr edSSP cmdlet on the Hyper-V server to configure the server as
a CredSSP server. Doing so enables the Hyper-V server to receive credentials from the Shift
server.
Configuring the Shift server as a CredSSP client

You can use the Enabl e- WsManCr edSSP cmdlet to configure the Shift server as a CredSSP client.
Doing so enables the Shift server to delegate credentials to the Hyper-V server with which it
communicates.

About this task

You issue these commands from the Shift server using the administrator PowerShell window.

Steps

1. \Verify that WinRM is enabled:
W nRM qui ckconfig
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If WinRM is set up for remote management, the following is displayed:

ey Administrator; Windows PowerShell

cCcontig

machine.
ement on this computer.

e Select Administrator; Windows PowerShell (6)

osoft Corporation. All rights reserved.

winrm qu config

nning on this machine.

w remote access to this machine for management.
g changes must be made:

onfigure LocalAccountTokenFilterPolicy to grant adminmistrative rights remotely to local users.

Make these changes [v/

2. Entery if WinRM is not set up for remote management.
WIinRM is automatically configured.

3. Check the state of the client configuration settings:
wi nrm get winrnmfconfig/client
A list of client authentication protocols is returned. Assuming the Shift server is not configured as
a CredSSP client, Cr edSSP will have a value of false and Tr ust edHost s will be empty.
4. Retrieve the WinRM configuration:
Get - WBManCr edSSP
The following is displayed:
The machine is not configured to allow del egating fresh credentials.

This conputer is not configured to receive credentials froma renote
client conputer.

5. Enable the Shift server to delegate credentials to the Hyper-V server:
Enabl e- WBManCr edSSP -rol e client -Del egateConputer hyperv_server_fqdn

hyperv_server _f qdn is the fully qualified domain name of the Hyper-V server.

6. Confirm the settings:
Get - WBManCr edSSP
The following is displayed:

The machine is configured to all ow delegating fresh credentials to the
following target(s): list_of_targets

This computer is configured to receive credentials froma renote client
conputer.

7. Verify that the Shift server is configured as a CredSSP client:
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wi nrm get winrnf config/client
Cr edSSP should have a value of true.
8. Add the Hyper-V server as a trusted host for the Shift server client:

Set-l1tem WsMan: \ | ocal host\ d i ent\ Trust edHosts hyperv_server_fqgdn
hyperv_server _f qdn is the fully qualified domain name of the Hyper-V server.

Note: You can use a wildcard character (*) to match multiple hosts (all the hosts in a domain,
for example).

9. Verify that the Hyper-V server is a trusted host for the Shift server client:

winrmget winrm config/client

Configuring the Hyper-V server as a CredSSP server

You can use the Enabl e- WBManCr edSSP cmdlet on the Hyper-V server to configure the server as a
CredSSP server. Doing so enables the Hyper-V server to receive credentials from the Shift server.

About this task

You issue these commands from the Hyper-V server using the administrator PowerShell window.

Steps
1. \Verify that WinRM is enabled:
W nRM qui ckconfig

If WinRM is running and set up for remote management, the following is displayed:

ey Administrator; Windows PowerShell

ministrator.MVA\Desktop> winrm quickconti
is already running on this machine.
remote management on this computer.

s 0 ow
g changes t be made:

onfigure LocalAccountTokenFilterPolicy to grant adminmistrative rights remotely to local users.

Make these changes 17 v

2. Entery if WinRM is not set up for remote management.

WIinRM is automatically configured.

3. Enable the Hyper-V server to receive credentials from the Shift server:
Enabl e- WBManCr edSSP -rol e server
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Connecting to the Shift server

To perform most operations on the Shift server, you must first connect to the server using Connect -
Shi ft Server.

About this task

You must run Connect - Shi ft Ser ver before issuing any other PowerShell cmdlets, except
Get -Shi f t Server St at e.

You issue these commands from the Shift server using a PowerShell or PowerShell ISE prompt.

Steps

1. Check the Shift server status:

Get-ShiftServerState -host shift_server_host_ipaddress -port
shift_server_port -tinmeoutsec tinmeout_val ue

The command should return Shi ft server is runni ng. If the Shift server is not running,
start the Apache Tomcat 7.0 service in Control Panel > Services.
2. Connect to the Shift server:

Connect - Shi ft Server -host shift_server_host i paddress -port
shift_server_port -credential PSCredential -tinmeoutsec tineout_value

If you do not specify the - cr edent i al parameter, you are prompted for your user name and
password.

Example

The following example connects to the Shift server with the default host “localhost” at the default
port number 8443:

Connect - Shi f t Ser ver

Example
The following example connects to the Shift server with a specified host name and port number:

Connect - Shi ft Server -host yourshiftserver.yourdonmai n.com-port 8181

Example

The following example connects to the Shift server with the default host “localhost” at the default
port number 8443 using a saved credential object:

$password = Convert To- SecureString -AsPl ai nText -Force "password"

$cred = new obj ect -typenane System Managenent. Aut onati on. PSCredential -
argument i st "adnmin", $password

Connect - Shi ft Server -credential $cred

Using Set-ShiftHypervisorConfig to configure Shift server connections

You can use the Set - Shi f t Hyper vi sor Conf i g cmdlet to configure Shift server connections to the
Hyper-V and ESX hosts.

Before you begin

The Shift server must already be connected.
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About this task

You issue these commands from the Shift server using a PowerShell or PowerShell ISE prompt.

Steps

1. Configure Shift server connections to the VMware ESXi hypervisor:

Set - Shi ft Hyper vi sor Confi g - name VMMRE - | Paddr ess hypervi sor_| Paddr ess -
host nane hypervi sor _host _nane -datacenter data_center -force

* The - nane parameter is not case sensitive, so both VMWARE and vmware can be used. The
(-) in Hyper-V is required.

» The - dat acent er parameter is the name of the data center you are connecting to.

» If you do not specify the - cr edent i al parameter, you are prompted for your ESXi host user
name and password.

Example
Updating the VMware ESXi hypervisor configuration:
Set - Shi ft Hypervi sor Config -name vmware -1 Paddress 10.0.0.1

2. Configure Shift server connections to the Microsoft Hyper-V hypervisor:

Set - Shi ft Hypervi sor Confi g -name HYPER-V -1 Paddress hypervi sor_I| Paddress
-host name hypervi sor _host _name -datacenter data_center -force

If you do not specify the - cr edent i al parameter, you are prompted for your Hyper-V
administrator host user name and password.

Example
Updating the Hyper-V hypervisor configuration using a saved credential object:

$password = Convert To- SecureString -AsPl ai nText -Force
"Hyper vi sor Passwor d"

$cred = new obj ect -typenane System Managenent. Aut onati on. PSCredenti al -
argunment | i st "HypervisorUsernane", $password

Set - Shi ft Hyper vi sor Confi g - name vmware -l Paddress 10.0.0.1 -cred $cred
3. To script this command, you can add the - cr edent i al parameter and a saved credential object.
For more information about creating saved credential objects, see Microsoft documentation about
Get-Credential: Microsoft TechNet Script Center: Get-Credential.
Using Set-ShiftGuestOSConfig to set default guest OS credentials

When converting virtual machines, you can enter guest OS credentials for each VM to be converted.
If the credentials are always the same, you can use the Set - Shi f t Guest OSConf i g cmdlet to set
default guest OS credentials.

Before you begin

The Shift server must already be connected.

About this task

You issue these commands from the Shift server using a PowerShell or PowerShell ISE prompt.


https://technet.microsoft.com/library/hh849815.aspx
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Steps
1. Update the existing guest OS configuration from the command prompt:
Set - Shi ft Guest OSConfi g -credential PSCredential -domain vmdonain -force

The - domai n parameter is the current domain of the VM to be converted. It is only required if
the - credent i al parameter is specified. If you do not specify the - cr edent i al parameter, you
are prompted for your guest OS user name and password.

Example
Updating the default guest OS configuration:
Set - Shi ft Guest OSConfi g -domai n eng

Example
Updating the default guest OS configuration with credentials provided in the $cr ed parameter:
$password = ConvertTo-SecureString -AsPl ai nText -Force "Guest OSpassword"”

$cred = new obj ect -typename System Managenent. Aut omati on. PSCredenti al
argunent | i st "Quest OSuser nane", $password

Set - Shi ft Guest OSConfi g donmai n eng -cred $cred
2. To script this command, you can add the - cr edent i al parameter and a saved credential object.

For more information about creating saved credential objects, see Microsoft documentation about
Get-Credential: Microsoft TechNet Script Center: Get-Credential.

Using PowerShell cmdlets to configure network mappings

Network settings within VMs are automatically detected, but the external networks configured within
ESXi (also known as vmPortGroups) and Hyper-V (also known as Hyper-V switches) are not. Before
you can convert a VM, you must use the configuration wizard or the Add- Shi f t Net wor kConfi g

cmdlet to define the network mappings so that the VM can continue to communicate on the network.

Related tasks
Adding network mappings on page 28
Removing network mappings on page 29
Adding network mappings
You can use the Add- Shi ft Net wor kConf i g cmdlet to add a network mapping.

Before you begin

The Shift server must already be connected.

To create network adapters on the converted virtual machine, you must have mapped existing
Microsoft Hyper-V virtual switches to VMware ESXi standard switches.

About this task

You issue these commands from the Shift server using a PowerShell or PowerShell ISE prompt.

Steps
1. Find all the networks that exist in your environment:

e For ESXi, run Get - Vi rt ual Port Gr oup.


https://technet.microsoft.com/library/hh849815.aspx
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e For Hyper-V, run Get - VM5wi t ch.

A table is returned showing all the associated network adapters. These network adapters are listed
in the Name column.

2. Find all the networks a VM is connected to:

e For ESXi, run the following:
Get - VM - Name VMName | Get - Net wor kAdapt er

» For Hyper-V, run the following:
Get - VMNet wor kAdapt er - VMNane " Vi rt ual Machi neNane"

A table is returned showing all the network adapters associated with the VM. For ESXi, the
adapters are listed in the NetworkName column. For Hyper-V, the network adapters are listed in
the SwitchName column.

3. Add the network mapping:

Add- Shi f t Net wor kConfi g - name hypervi sor_network_nane -vmnPort G oup
vm port_group_nane -hypervSwi tch hyperv_swi tch_name -vLanld vlian_id -
force

OnCommand Shift does not verify the names of the network. Be sure that they are entered
correctly based on the information gathered in the previous steps.

Example

Assume that the ESXi network ESX10Net wor k connects the VM to be converted to the
10.10.10.0 network. Assume that the Hyper-V network Hyper V10Net wor k connects to the
10.10.10.0 network. The following command creates a network mapping with the name

Shi ft 10Net wor k:

Add- Shi f t Net wor kConfi g -nane Shift10Network - vnPort G oup ESX10Network -
hypervSwi t ch Hyper V1IONet work -vLanld O-force

4. Repeat the previous step for each pair of switches to be mapped.

After you finish

If you change your credentials or settings, you are prompted to reenter your credentials.

Removing network mappings

You can use PowerShell cmdlets to remove a single network mapping, or to reset all your network
mappings and start over. Removing OnCommand Shift network mappings does not affect
configurations on the hypervisors.

Steps
1. Retrieve the hypervisor network name for the network mapping you want to remove:
Get - Shi ft Net wor kConfi g

2. Remove the network mapping:

» To remove a single network mapping:

Renmove- Shi ft Net wor kConfi g - name hypervi sor_network_nane -force

» To reset all the network mappings:

Get - Shi ft Net wor kConfi g | For Each- Obj ect {Renpve- ShiftNetworkConfig -
name $_. hypervi sor Net wor kConfi gNanme -force -Verbose}
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Using New-ShiftSVM to create an SVM

The VMs you want to convert must first be moved to a Data ONTAP Storage Virtual Machine (SVM)
using Storage vMotion or Live Migration. It is a best practice to configure a new SVM for the VMs,
so that you can be sure you are not converting VMs on a production SVM. You can use the New-

Shi f t SYMcmdlet to create a new SVM.

You can also create a new SVM in the Shift configuration wizard or in OnCommand System
Manager. Whichever method you choose, the SVM must have enough space to store all the VMs you
want to convert.

Note: If New Shi f t SVMfails, OnCommand Shift reverses the SVM creation process before
exiting the cmdlet.

Related tasks
New-ShiftSVVM parameters on page 30
Using a text file for New-ShiftSVVM parameters on page 33
Validating the Data ONTAP SVM on page 33
New-ShiftSVM parameters
You can use the New Shi f t SYMcmdlet to create an SVM for the VMs you want to convert.

Parameters are as follows:

Parameter Description Example

file An external file that includes svm par ans. t xt
all required input parameters.
[Value format: .txt]. Optional.

vserver Name The name of the SVM you are | Shi ft
creating.
aggr Name The name of the aggregate to ny Aggr

assign to the SVM. To find the
aggregate name, log in to the
cluster console and run aggr
show.

cifsPort The port for the CIFS data LIF. | ela
This is a string identifying the
data port for the node
associated with the specified
aggregate. Run net i nt
showto show the list of
network interfaces available on
the cluster. The CIFS and NFS
LIF must be on the same data
port.
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Parameter Description Example

nf sPort The port for the NFS data LIF. | ela
This is a string identifying the
data port for the node
associated with the specified
aggregate. Run net i nt
showto show the list of
network interfaces available on
the cluster. The CIFS and NFS
LIF must be on the same data
port.

dat aVol uneName The name of the data volume vndat a
to create. [Short form: -
volName] You can name this
whatever you want. A volume's
name must start with an
alphabetic character (ato z or
Ato Z) and be 150 or fewer
characters in length for Infinite
Volumes, and 203 or fewer
characters in length for all
other volume types. Volume
names must be unique within a
SVM. The volume name
cannot contain dashes (-). Only
thick volumes are supported
through New Shi f t SVM
cmdlet.

vol uneSi zeG g The size of the new data 200
volume in gigabytes. [Short
form: -volSize] The size of the
volume should be less than the
available space in the
aggregate. You can find the
available space on the
aggregate by running aggr
showon the cluster console.

nf sl pAddr ess The NFS data LIF IP address. | 10. 255. 13. 144
[Short form: -nfsIP] You must
choose this based on your
network. A cluster
management LIF cannot be on
the same subnet as a data LIF.
CIFS and NFS IP addresses
must be the same.

ci f sl pAddress The CIFS data LIF IP address. | 10. 255. 13. 144
[Short form: -cifsIP] You must
choose this based on your
network. A cluster
management LIF cannot be on
the same subnet as a data LIF.
CIFS and NFS IP addresses
must be the same.
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The CIFS and NFS netmasks
must be the same.

Parameter Description Example

nf sNet Mask The NFS data LIF netmask. 255. 255.252. 0
The CIFS and NFS netmasks
must be the same.

ci f sNet Mask The CIFS data LIF netmask. 255. 255.252. 0

domai ncred

The domain credential used to
create the CIFS server. [Short
form: -cred] This is the domain
administrator credential of the
domain controller. If using -
fil e, you are prompted for
your domain administrator user
name and password.

Prompted if left blank

ci fsServer Nanme

The CIFS server name. This is
the name of the CIFS server
you want to create (up to 15
characters). This is the CIFS
server NetBIOS name.

shift G fsServer

ci f sShar eNane

The CIFS share name. This
parameter specifies the name
of the CIFS share you want to
create. A share name can be up
to 256 characters long. The
cmdlet creates a gtree for the
CIFS share with an NTFS
security style.

shiftCi fsShare

esxMunt Poi nt

The ESX mount point. This is
the NFS share name. The
cmdlet creates a gtree for the
NFS share with a UNIX
security style.

shi ft Nf sShar e

dnsDomai n

The DNS domain.

donmi n. conpany. com

dnsNanmeServers

The DNS name servers.

10. 225. 12. 103,
10. 225.12. 104

dat ast or eNane

The ESXi datastore to be
created. This is the name as it
will appear in vCenter.

Shift_dataStore

esx| pAddr

The ESXi server management
IP address.

10. 225. 24. 190

desti nati onAddr ess

The IP address and subnet
mask of the destination
network. [Short form: -
destAddress].

The routing group on the new
SVM defines routes to the
destination network.

10. 225. 12. 0/ 22
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Parameter Description Example

gat ewayAddr ess The IP address of the gateway | 10.225.12.1
server for the destination
network.

Using a text file for New-ShiftSVM parameters

Rather than enter the New Shi f t SYMparameters each time you run the cmdlet, you can create a text
file listing the parameters and their values. You then need only edit the file if you enter a parameter
incorrectly or if you want to create another SVM.

You use the - fi | e parameter to specify the name of the text file:
New SVM -fil e svm parans. t xt

svm par ans. t ext might contain the following parameters:

vserver Name=Shi f t

aggr Name=nyAggr

cifsPort=el a

nf sPort =el a

dat aVol uneNane=vndat a

vol uneSi zeG g=200

nf sl pAddr ess=10. 225. 13. 144

ci f sl pAddr ess=10. 225. 13. 144

nf sNet Mask=255. 255. 252. 0

ci f sNet Mask=255. 255. 252. 0

ci fsServer Nanme=shi ft G f sSer ver

ci f sShar eNane=shi ft sCi f sShare
esxMount Poi nt =shi ft Nf sShar e
dnsDomai n=domai n. conrpany. com
dnsNanmeSer ver s=10. 255. 12. 103, 10. 225. 12. 104
dat ast or eNane=Shi ft _Dat aSt ore

esx| pAddr =10. 225. 24. 198

desti nati onAddr ess=10. 225. 12. 0/ 22
gat ewayAddr ess=10. 225.12. 1

When you run the cmdlet, you will be prompted for the domain administrator credentials only, not
for the other parameters.

Validating the Data ONTAP SVM
You can manually validate that your Data ONTAP SVM is correctly configured for OnCommand

Shift.
Steps
1. Check whether CIFS and NFS protocols are enabled:

vserver show protocols -vserver shift

a. If the protocols are not enabled, enable them using vser ver add- pr ot ocol s.

cluster::> vserver show -vserver shift -protocols

Vserver: shift
Protocols: nfs, cifs, fcp, iscsi, ndnp

2. Check whether the SVM has a data LIF with NFS and CIFS protocols:

net int show -vserver shift

a. If CIFs and NFS are configured on different data LIFs, delete the LIFs and create a single data
LIF for CIFS and NFS.
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b. If there is no data LIF, create it:

net int create -vserver shift -lif datalif -role data -data-protocol
cifs, nfs, fcache -home-node node-b -home-port ela -address 10.10.10.1 -
net mask 10. 10. 10.4 -status-adnmin up

cluster::> net

int show -vserver shift

Logi cal St at us Net wor k Current
Current Is
Vserver Interface Adm n/ Cper Address/Mask Node
Por t Home
shift

shift_data up/up 10. 10. 10. 1/ 22 node- a ela
true

cluster::> net int show -vserver shift -1lif
shift_data
(network interface show)
Vserver Nane: shift
Logi cal Interface Nanme: shift_data
Rol e: data
Data Protocol: nfs, cifs
Home Node: node-b
Home Port: ela
Current Node: node-b
Current Port: ela
Qper ational Status: up
Ext ended St atus: -
I's Hone: true
Net wor k Address: 10.10.10.1
Net mask: 10.10.10.4
Bits in the Netmask: 22
| Pv4 Link Local: -
Subnet Nane: -
Adm ni strative Status: up
Fai | over Policy: systemdefined
Firewal | Policy: data
Aut o Revert: false
Fully Qualified DNS Zone Nanme: none
DNS Query Listen Enable: false
Fai |l over Group Nane: 10.10.10.2/22
FCP WAPN: -
Address famly: ipvd
Comrent : -
| Pspace of LIF: Default

3. Check for the network routing group route:

net

a. If you see no valid route entry, create one:

net
gat eway 10.10.10.3

cluster::> net

routing-groups create -vserver shift

routing-groups showlifs -vserver shift

routi ng-groups showlifs -vserver shift

-destination 10.10.10.5/22 -

Vserver: shift
Desti nati on Gat eway Logi cal Interfaces
10. 10. 10. 5/ 22 10. 10. 10. 3 shift_data

cluster::> net

routi ng-groups show -vserver shift
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(network route show)
Vserver Desti nati on Gat eway Metric

10. 10. 10.5/22 10.10.10.3 20

4. \ferify the DNS configuration:

vserver services dns show -vserver shift

a. If you need to configure the DNS, enter:

vserver services dns create -vserver shift -domains
your domai n. your conmpany. com - nane- servers 10. 10. 10. 6, 10. 10. 10. 7 -state
enabl ed

cluster::> vserver services dns show -vserver shift

Vserver: shift
Domai ns: your donmai n. your conpany. com
Name Servers: 10.10.10.6, 10.10.10.7
Enabl e/ Di sabl e DNS: enabl ed
Ti meout (secs): 2
Maxi mum Attenpts: 1

5. Check that the CIFS server is running:

cifs server show -vserver shift

a. If CIFS server status is down, bring it up:

cifs server nodify -vserver shift -status-admn up

b. If there is no CIFS server, create it:

cifs server create -vserver shift -cifs-server SH FTCl FSSERVER - donai n
YOURDOMAI N. YOURCOMPANY. COM - st at us-adni n up

cluster::> cifs server show -vserver shift

Vserver: shift
CIFS Server Net Bl OS Nane: SHI FTCl FSSERVER
Net Bl OS Donai n/ Wor kgr oup Name: YOURDOVAI N
Ful ly Qualified Domai n Nane:
YOURDOMAI N. YOURCOVPANY. COM
Default Site Used by LIFs Wthout Site Menbership:
Aut henti cation Style: domain
CIFS Server Administrative Status: up
CI FS Server Description:
Li st of NetBIOS Aliases: -

6. Verify that the NFS Server is running and meets requirements: nfs show -vserver shift.

"NFS v3" must be enabled and "General NFS Access" must be set to true.

a. If the NFS server is not running or does not meet requirements, create it:

nfs create -vserver shift -access true -v3 enabl ed

cluster::> nfs show -vserver shift

Vserver: shift
Ceneral NFS Access: true
NFS v3: enabl ed
NFS v4.0: disabl ed
UDP Protocol : enabl ed
TCP Protocol: enabl ed
Def ault W ndows User: -
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NFSv4. 0 ACL Support: disabled
NFSv4. 0 Read Del egati on Support: disabl ed
NFSv4. 0 Wite Del egati on Support: disabled
NFSv4 | D Mappi ng Donmi n: def aul t v4i ddomai n. com
NFSv4 Grace Tineout Value (in secs): 45

Preserves and Mddifies NFSv4 ACL (and NTFS File Permi ssions in

Unified Security

Style): enabl ed
NFSv4.1 M nor Version Support: disabled
Rguot a Enabl e: di sabl ed
NFSv4. 1 Paral l el NFS Support: enabl ed
NFSv4. 1 ACL Support: disabled
NFS vSt orage Support: disabled
NFSv4 support for Nuneric Oaner |Ds: enabled
Def ault W ndows G oup: -
NFSv4. 1 Read Del egati on Support: disabl ed
NFSv4.1 Wite Del egation Support: disabled
NFS Mount Root Only: enabl ed
NFS Root Only: disabl ed

Perm tted Kerberos Encryption Types: des, des3, aes-128, aes-256

Shownount Enabl ed: di sabl ed

Set the Protocol Used for Name Services Lookups for Exports: udp

7. Verify the export rule for ESX server IP address: export-policy rul e show -vserver

shift.

a. Ifitisincorrect, create it:

export-policy rule create -vserver shift -policyname defa
clientmatch 10.10.10.8 -rorule any -rwul e any -protocol
superuser any

cluster::> export-policy rule show -vserver shift

Pol i cy Rul e Access dient
Vserver Nanme | ndex Prot ocol Match
Rul e
shift def aul t 1 cifs, 10. 10. 10. 8
nfs

8. \Verify the user mapping for Windows and UNIX:

name- mappi ng show -vserver shift

a. If mappings are missing, create win-unix:

ult -
nfs,cifs -

name- meppi ng create -vserver shift -direction win-unix -position 1 -

pattern Your Domai n\\ Adm ni strator -replacenent root

b. If mappings are missing, create unix-win:

cluster::> nane-nmapping create -vserver shift -direction unix-win -
position 1 -pattern root -replacenment YourDomain\\Admi ni strator

cluster::> nanme- mappi ng show -vserver shift

Vserver Direction Position

shift wn-unix 1 Patt ern: Your Domai n\\ Admi ni strat or

Repl acenent: root
shi ft uni x-win 1 Pattern: root

Repl acenent : Your Domai n\ \ Admi
2 entries were displayed.

9. You can either use an existing volume or create a new volume.

ni strator
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Make sure that the volume satisfies the following rules:
e The security style of the volume must be mixed or NTFS.

» If compression is enabled on the volume, the compression type must be adaptive compression.

/lsecurity style

cluster::> volune show -vserver shift -volune datavol -fields
security-style

vserver vol unme security-style

shift dat avol m xed

cluster::> volune show -vserver shift -volune datavol -fields
security-sty

/1 conpression check
cluster::> efficiency show -vserver shift -volunme datavol

There are no entries matching your query.

10. Create a qgtree for the CIFS share:

gtree create -vserver shift -volune datavol -qgtree Shiftcifsshare -
security-style ntfs

cluster::> qtree show -vserver shift -volune datavol

Vserver Vol une Qree Style Opl ocks St at us
shift dat avol " m xed enabl e
nor nmal

shift dat avol Shiftcifsshare ntfs enabl e
nor nal

shift dat avol Shi ft nf sshare uni x enabl e
nor nal

11. Create a gtree for the NFS share or mount point:

gtree create -vserver shift -volunme datavol -qtree Shiftnfsshare -
security-style unix

cluster::> qgtree show -vserver shift -volune datavol

Vserver Vol une Qree Style Opl ocks St at us
shift dat avol " m xed enabl e
nor nal

shift dat avol Shiftcifsshare ntfs enabl e
nor nal

shift dat avol Shi ft nf sshare uni x enabl e
nor nal

12. Create a CIFS share for the data volume:

cifs share create -vserver shift -share-nane datavol -path /datavol -
share-properties opl ocks, browsabl e, changenoti fy

cluster::> cifs share show -vserver shift -volume datavol

Vserver Shar e Pat h Properties Comment ACL
shi ft datavol / dat avol opl ocks - Everyone / Full
Cont r ol

br owsabl e
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13.

changenoti fy
conti nuousl y-avail abl e
shift Shiftcifsshare / dat avol / Shi ftcifsshare opl ocks
Everyone / Full Control
br owsabl e

changenotify

conti nuousl y-avai |l abl e

Create a CIFS share at /datavol/Shiftcifsshare:

cifs share show -vserver shift -share-nanme Shiftcifsshare -path /
dat avol / Shiftcifsshare -share-properties
opl ocks, browsabl e, changenoti fy, conti nuousl y-avail abl e

cluster::> cifs share show -vserver shift -volune datavol

Vserver Shar e Pat h Properties Comment ACL
shift datavol / dat avol opl ocks - Everyone / Full
Cont r ol

br owsabl e

changenoti fy
conti nuousl y-avail abl e
shift Shiftcifsshare / dat avol / Shi ftcifsshare opl ocks
Everyone / Full Control
br owsabl e
changenotify

conti nuousl y-avai |l abl e

14. Create a datastore from the ESX server:

a. From the vSphere Client, select your ESX server.

b. Select the Configuration tab.

c. Under Hardware, select Storage.

d. Select the Add Storage link.

e. Select the Network File System option and click Next.

f. For the Server field, enter the NFS LIF IP address.

g. For the Folder field, enter the path of the NFS gtree (/datavol/Shiftnfsshare) created earlier.
h. For the Datastore Name field, enter any datastore name.

i. Follow the screen instructions to create the datastore.

Using Set-ShiftOntapConfig to configure the cluster IP address and
destination path

You can use the Set - Shi f t Ont apConf i g cmdlet to specify the IP address of the target cluster
management LIF and the destination of the VVMs you plan to convert. For ESX to Hyper-V
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conversion, the destination path specifies the fully qualified path name of the CIFS share. For Hyper-
V to ESX conversion, the destination path specifies the fully qualified path name of the NFS share.

Before you begin

The Shift server must already be connected.

About this task

You should change the value of the destination path whenever you change the direction of the
conversion.

You issue these commands from the Shift server using a PowerShell or PowerShell ISE prompt.

Steps

1. Configure the Data ONTAP settings:

Set - Shi ft Ont apConfig -clusterlp cluster_nanagenment _LI F_i paddress -
destinationPath fqdn_cifs|nfs_share -force

e For ESX to Hyper-V conversion, - dest i nat i onPat h is the fully qualified path name of the
CIFS share.

e For Hyper-V to ESX conversion, - dest i nat i onPat h is the fully qualified path name of the
NFS share.

If you do not specify the - cr edent i al parameter, you are prompted for your cluster
management administrator user name and password.

Example
Set-ShiftOntapConfig -clusterlp 10.0.0.1 -destinationPath /dest/vm

2. To script this command, you can add the - cr edent i al parameter and a saved credential object.

For more information about creating saved credential objects, see Microsoft documentation about
Get-Credential: Microsoft TechNet Script Center: Get-Credential.

Sample configuration

You might find it useful to consult a sample of the basic Shift server setup and configuration
workflow.

This example is based on the assumption that you have correctly installed OnCommand Shift and
configured Windows Remote Management.

Typical configuration commands

# OnCommand Shift Power Shell Cndl ets Exanpl e

Get - Shift Server State
Connect - Shi ft Server -host 10.0.0.1 -port 8443

Set - ShiftOntapConfig -clusterlp "10.0.0.2" -destinationPath "/ Vol unme/
Shar e/ Fol der" -force

Get - Shi ft Ont apConfi g

wi nrm get winrm config/client

Set - Shi ft Hypervi sor Confi g -name "VMAMRE" -1|Paddress "10.0.0.3" -hostnane
"10.0.0. 3" -datacenter "ha-datacenter" -Force

Set - Shi ft Hypervi sor Confi g -nanme "HYPER-V' -1|Paddress "10.0.0.4" -

host nane " YOURHOST. YOURDOMAI N. COM' - dat acenter "myDataCenter" -Force

Get - Shi ft Hyper vi sor Confi g

Add- Shi ft Net wor kConfi g -nane "Prinmary Network" -sourceSw tch "ESX


https://technet.microsoft.com/library/hh849815.aspx
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Standard Switch 1" -destinationSwitch "Hyper-V Virtual Switch 1" -vLanld
100

Add- Shi f t Net wor kConfi g -name "Secondary Network" -sourceSwitch "ESX
Standard Switch 2" -destinationSwitch "Hyper-V Virtual Switch 2" -vlLanld
100

Get - Shi ft Net wor kConfi g

Set - Shi ft Guest OSConfi g -domai n LOCAL -force
Get - Shi ft Guest OSConfi g
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Repairing and uninstalling OnCommand Shift

You can repair and uninstall OnCommand Shift using either the installation wizard or silent mode.

Repairing OnCommand Shift

You can use the OnCommand Shift installer to repair Shift in the event of an installation problem. If
the problem persists, you can uninstall and reinstall OnCommand Shift.

Before you begin

The OnCommand Shift software must already exist on your system.

About this task

During silent repair, no interface, progress bars, or error messages are displayed. Any error messages
are written to a log file that is located in a specified log file path (for example, / debugl og" C:
\ OnCommand Shiftlogfile.log").

Steps

1.

Log in to the Windows system with an Administrator account.

Both local and domain administrators are supported.

You can repair OnCommand Shift in two ways: using the wizard, or silently, using the command

line:

Option Actions

Wizard

a.

Navigate to the directory that contains the OnCommand Shift
software package and double-click the package name.

Follow the steps in the setup wizard.
When prompted, choose Repair.

Press Finish.

Command line (silent)

From the command line, switch to the directory to which you saved
the executable file.

Run the executable: C: \ User s\ Admi ni st r at or\ Deskt op

\ OnCommand_Shi ft_x. x. exe" /silent /repair /
debugl og "DirPat h\ LogFi | eNane".

Di r Pat h\ LogFi | eNane is the location and name of the
installation log file. The process begins and runs in the background.
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Uninstalling OnCommand Shift

You can uninstall OnCommand Shift from the host by using the installation wizard, the Control
Panel, or the command line (silent uninstallation). You can uninstall and reinstall if necessary to
troubleshoot any issues with the software.

About this task

After you uninstall OnCommand Shift, all your Shift Server configurations are removed. There is no
way to uninstall OnCommand Shift and preserve your settings.

During a silent uninstall process, no interface, progress bars, or error messages are displayed. Any
error messages are written to a log file that is located in a specified log file path (for example, /
debugl 0og" C: \ OnCommand Shi ftl ogfile.log").

Steps

1. If you want to uninstall all components associated with OnCommand Shift, complete the
following steps:

a. Uninstall Apache Tomcat 7.0.
b. Uninstall JRE 1.7.

2. You can uninstall OnCommand Shift in three ways:

Option Action

Control Panel Select the Windows Control Panel > All Control Panel Items>
Programs and Features utility.

Wizard a. Navigate to the directory that contains the OnCommand Shift

software package and double-click the package name.
b. Complete the steps in the wizard.
¢.  When prompted, click Uninstall.
d. Click Finish.

Command line (silent) a. From the command line, switch to the directory to which you saved

the executable file.

b. Run the executable: C: \ User s\ Admi ni str at or\ Deskt op
\ OnConmand_Shi ft_x. x. exe" /silent /renmove /
debugl og "DirPat h\ LogFi | eNange".
Di r Pat h\ LogFi | eNane is the location and name of the
installation log file. The process begins and runs in the background.
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Silent install, repair, and uninstall syntax

When you want to run an install, repair, or uninstall process in the background, you construct a
command to do so using a particular set of parameters and variables.

Silent install

The installer passes the parameters in the following order:

"C:\ User s\ Admi ni st r at or\ Deskt op\ OnConmrand Shi ft . exe" /debugl og"C:
\ OnCommrand Shiftlogfile.log" /silent /AGENT_HTTPS PORT: 8443 /
USERPASSWORD=passwor d / CONFI RMPASSWORD=passwor d

Silent repair

The installer passes the parameters in the following order:

"C:\ User s\ Adnmi ni strat or\ Deskt op\ OnCommand Shi ft. exe" /debugl og"C
\ OnCommand Shiftlogfile.log" /silent /repair

Silent uninstall

The installer passes the parameters in the following order:

"C:\ User s\ Downl oads\ OnCommrand Shi ft.exe" /silent /renove /debuglog"C:\
OnCommand_Shi ft_Sui te_Renove. | 0g"

Parameters and variables
sil ent

Specifies silent mode.
AGENT_HTTPS_PORT

Specifies the Shift Server port number.
USERPASSWORD

Specifies the administrator password for the Shift Server.
repair

Specifies to run the installer in repair mode against an existing instance of
OnCommand Shift.

renove
Specifies to uninstall OnCommand Shift.
debugl og" pat h"

Optional: Specifies where to save the operation log. Do not put a space between the
parameter and the path.



Where to go next

After you have installed and configured OnCommand Shift, you are ready to move your VMs onto
the Data ONTAP SVM and convert them using the OnCommand Shift PowerShell cmdlets. In
addition, you can manage your Shift Server, manage your configurations, and troubleshoot issues.

You can find more information about these tasks, as well as release-specific information for the
OnCommand Shift, in the following documentation:

NetApp OnCommand Shift product library
Contains links to the OnCommand Shift documentation set.

OnCommand Shift 1.1 Conversion and Administration Guide
Describes how to convert VMs, modify configurations, and troubleshoot OnCommand Shift.

OnCommand Shift 1.1 Cmadlet Reference Guide

Provides descriptions, parameters, syntax, and examples for OnCommand Shift PowerShell
cmdlets.

OnCommand Shift 1.1 Release Notes
Provides information about features, limitations, and known issues for OnCommand Shift.

NetApp Knowledgebase
Contains articles you can use to troubleshoot OnCommand Shift.


http://support.netapp.com/documentation/productlibrary/index.html?productID=62049
https://library.netapp.com/ecm/ecm_download_file/ECMP12496100
https://library.netapp.com/ecm/ecm_download_file/ECMP12496094
https://library.netapp.com/ecm/ecm_download_file/ECMP12496095
https://kb.netapp.com/support/index?page=home
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How to send comments about documentation and
receive update notifications

You can help us to improve the quality of our documentation by sending us your feedback. You can
receive automatic notification when production-level (GA/FCS) documentation is initially released or
important changes are made to existing production-level documents.

If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.

If you want to be notified automatically when production-level documentation is released or
important changes are made to existing production-level documents, follow Twitter account
@NetAppDoc.

You can also contact us in the following ways:

e NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
» Telephone: +1 (408) 822-6000

« Fax: +1 (408) 822-4501

e Support telephone: +1 (888) 463-8277


mailto:doccomments@netapp.com
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